
Acknowledgement

A Trustworthy Middlebox-aware
Networking Architecture

Hyunwoo Lee, Zachary Smith, Selin Chun, and Ted “Taekyoung” Kwon
Seoul National University and University of Luxembourg

This work was supported by Institute for Information & communications Technology Promotion (IITP) grant funded by the Korea government(MSIT) 

(No.2016-0-00160, Versatile Network System Architecture for Multi-dimensional Diversity)

Many Thanks to David T. Naylor (Nefeli Network), Doowon Kim (University of Maryland), Juhyeng Han (KAIST), and Yongbae Bang (Seoul National University) for their comments and advices

Motivation

1 1 12

21

…

“ ”

Trustworthiness
Building Blocks

•

•

Middlebox-
aware TLS

• →

𝑚1 ’
𝑚2 ’

’

𝑚1 → 𝑚2

𝑚1 𝑚2

•

→

→

•

→

•

•

•

•

𝐻(𝑠𝑒𝑐𝑟𝑒𝑡𝑠 , 𝐻(𝑚)) 𝐼𝐷𝑚𝑏 𝐻(𝑚) 𝐻(𝑠𝑒𝑐𝑟𝑒𝑡𝑚𝑏 , 𝐻(𝑚)||𝐻(𝑚′))𝑚


