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Abstract

Intrusion detection systems (IDSes) are critical building blocks for
securing Internet-of-Things (IoT) devices and networks. Advances
in AI techniques are contributing to enhancing the efficiency of ID-
Ses, but the performance of IDSes typically depends on high-quality
training datasets. The scarcity of such datasets is a major concern
for the effective use of machine learning for IDSes in IoT networks.
To address such a need, we present IoTDSCreator– a tool for the
automatic generation of labeled datasets able to support various
devices, connectivity technologies, and attacks. IoTDSCreator
provides a user with DC-API, an API by which the user can de-
scribe a target network and an attack scenario against it. Based on
the description, the framework configures the network, leveraging
virtualization techniques over user-provided physical machines,
performs single or multi-step attacks, and finally returns labeled
datasets. Thereby, IoTDSCreator dramatically reduces the manual
efforts for generating labeled and diverse datasets. We release the
source code of IoTDSCreator and 16 generated datasets with 193
features.

CCS Concepts

• Security and privacy → Network security; Intrusion detec-

tion systems.
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1 Introduction

The explosive growth of Internet-of-Things (IoT) in many different
domains, such as critical infrastructures, is making IoT security
a primary requirement [4]. To secure IoT devices and systems,
intrusion detection systems (IDSes) are introduced as an important
building block [18, 20, 21]. However, the use of ML techniques
needs building classifiers to correctly distinguish attack patterns
from benign ones, which in turn requires large amounts of training
data with high-quality labels [15]. Also, imbalanced, inaccurate, or
unstable datasets can lead to significant performance degradation of
a classifier (e.g., over-classification) [3]. Furthermore, to keep IDSes
up to date, rapidly collecting/generating suitably labeled datasets
is required but challenging.

Although there are several IoT datasets [6, 13, 25, 30], typically
used for benchmarking, they have limitations. Prior work [22, 28]
has shown drawbacks of existing datasets; that is, the datasets con-
tain invalid features or replicated instances. Our focus is, however,
on addressing the following drawbacks specific to IoT devices and
networks. (L1) Network specificity: An IDS that shows high per-
formance on a specific benchmarking dataset may not be effective
in different environments as the IDS can be overfitted to a specific
network. To train highly effective IDSes, one should use a large
number of different datasets with a variety of attacks against the
target network. (L2) Application-based emulation:Our analysis
of existing datasets shows that most of them are generated from IoT
applications running on conventional machines. Therefore, those
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datasets do not represent the characteristics of IoT devices and net-
works well. (L3) Lack of multi-step attacks: No IoT benchmark-
ing dataset contains data for multi-step attacks; however, actual
attacks that have targeted IoT devices usually include multiple at-
tack steps [1, 2, 24]. To capture the advanced attacks, it is necessary
to generate datasets that contain data about multiple-step attacks.

To address such limitations, we propose IoTDSCreator- a tool
for the automatic generations of labeled datasets, able to support
various devices, communication techniques, and attacks. IoTDSCre-
ator offers a user with the dataset creation application program-
ming interface (DC-API) to describe a target network and an attack
scenario over it. Based on the description, the framework configures
the network, leveraging virtualization techniques over a physical
machine provided by the user, performs single or multi-step attacks,
and returns labeled datasets. Therefore, IoTDSCreator generates a
dataset for a target network specified in the description, addressing
(L1), and it leverages the Quick EMUlator (QEMU) to emulate a full
system of IoT devices, addressing (L2). IoTDSCreator is able to
include labels of attack steps, addressing (L3).
Contributions. We make the following contributions:

• We conduct a scenario analysis and a feature analysis to
evaluate existing datasets of IoT networks and elicit require-
ments for high-quality IoT datasets.

• Wedesign IoTDSCreator, a flexible emulation and simulation-
based IoT security testbed that generates labeled datasets of
multi-step attacks. We present the detailed design of IoTD-
SCreator with a running example.

• We implement IoTDSCreator and release it in a public
repository1. In the current version of IoTDSCreator, we
provide 26 types of IoT devices, 2 type of communication
technique, and 193 features. Furthermore, we post 16 datasets,
including the probing and flooding datasets.

2 Preliminary

2.1 Internet-of-Things

The Internet-of-Things (IoT) is the interconnection of heteroge-
neous networked objects and the integration between physical
things and cyberspace by leveraging the Internet Protocol (IP). IoT
aims to connect low-end embedded systems, such as appliances,
to the Internet. Hence, IoT networks are different from conven-
tional networks. First, many lightweight protocols, such as Con-
strained Application Protocol (CoAP) andMessage Queuing Teleme-
try Transport (MQTT), or system architectures, have been designed
to suit the low capabilities of IoT devices. Second, behavior patterns
of IoT devices are simple, and communications are scarce as IoT de-
vices usually run one or a few applications with specific tasks [21].
Therefore, it is challenging to collect large amounts of data [21].

2.2 IoT Attacks and Cyber Kill-Chain

IoT attacks. Due to their lack of capabilities, IoT devices often rep-
resent the weakest security components of networks [8]. Therefore,
attack surfaces expand as the number of IoT devices significantly
grows [7]. Botnets show a 25% increase in their activity in 2023
compared to the previous year [31], and there was a 500% increase
1https://github.com/iotdscreator

in the number of IoT attacks in 2020 [17]. Recent attacks [1, 2, 24]
are designed in a sophisticated manner to exploit vulnerabilities in
IoT devices. These attacks often consist of multiple steps, possibly
executed over long periods. As they are targeted and persistent,
they are referred to as advanced persistent threats (APTs).

Cyber kill-chain.To systematically understand and protect against
multi-step attacks, several cyber kill chain frameworks [11, 27] have
been introduced to model the steps that an attacker has to execute
in order to reach their goal (see Figure 1). In this model, an attacker
typically moves forward to the next step only after completing the
current step. As the steps in the cyber kill chain frameworks are
executed progressively in one direction, detection of anomalies
or other activities that can be correlated to a specific step of a
multi-step attack can provide hints about possible next steps and
previous steps of the attack. Such hints can be helpful to contain
the attack [5] or to do threat hunting [26]. Hence, to provide de-
tailed information about multi-step attacks, many APT reports or
posts describe the mapping between the adversarial behavior of
the attack and the corresponding cyber kill chain step (e.g., [29]).

Threatmodel.We consider external attackers that aim to exfiltrate
confidential data, make a target network inaccessible to legitimate
users, or build a botnet with victim machines in a target network.
To achieve those goals, the attackers may launch multi-step attacks.
We model our network as composed of a victim network and the
Internet, like the testbed in [16]. The victim network may include
high-end devices (e.g., general-purpose personal computers) and
low-end devices (e.g., Raspberry Pi) connected by diverse types of
communication links (e.g., Ethernet or WiFi).

3 IDSes Datasets Tailored for IoT

This section analyzes publicly available IDS datasets, eliciting re-
quirements of high-quality IoT datasets. We examine well-known
datasets that have been referenced more than 400 times during
the last decade, from 2014 to 2023, including 4 IoT datasets and 3
non-IoT datasets. We especially focus on how the IoT datasets are
generated compared to non-IoT datasets.

3.1 Network Configuration

The reason why we focus on the environments where the datasets
are generated is to understand how researchers configure IoT datasets
dealing with the diversity of IoT. We want to see how IoT networks
are made. We especially check if and how virtualized techniques are
used. To answer those questions, we check how the datasets model
IoT devices, how the datasets generate IoT traffic, how many de-
vices are included in the datasets, and what type of communication
links are in the datasets.

Compared to non-IoT datasets, the authors of existing IoT datasets
mainly focused on how to generate data about IoT services. One can
generate such data by either simulating IoT traffic or capturing IoT
packets from actual IoT devices. For instance, Bot-IoT and ToN-IoT
rely on IoT services simulated with Node-red2 on virtual machines.
On the other hand, in IoTID20, the network packets are captured
from a small testbed with real-world devices including a wireless

2https://nodered.org
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Figure 1: A cyber kill chain. An adversary should complete one step before moving forward to the next step.
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Dataset Network Configuration Attack Scenario Dataset Features

IoT dataset

Bot-IoT (2019) [13] 2800+ Sim. Sim. 307 E 7 Sim. N/A 73.3M ✓ N/A 35d 35
0/1,
AC,
SC

✓

IoTID20 (2020) [30] 600+ Actual Actual 58K U 8 Sim. N/A 626K ✓ N/A 113d 86
0/1,
AC,
SC

✓
([12])

IoT-23 (2020) [25] 700+ Actual Actual 3 U 15 Actual N/A 325M ✓ N/A 21d 23 0/1,
AC ✓

ToN-IoT (2020) [6] 900+ Actual Sim. 9 E 9 Sim. N/A 22.3M ✓ N/A 27d 45 0/1,
AC ✓

Non-IoT dataset

DARPA2000 (2000) [14] 400+ – – 60 U 4 Sim. ✓ 33K ✓ N/A 3h 42 0/1,
AC ✓

NSL-KDD (2009) [10] 4100+ – – 11 U 22 Sim. N/A 148K ✓ N/A 9w 42
0/1,
AC,
SC

✓

UNSW-NB15 (2015) [19] 5500+ – – 45 E 9 Sim. N/A 2.5M ✓ N/A 31h 49 0/1,
AC ✓

Sim.: Simulated, U: Unspecified, E: Ethernet, 0/1: Normal/Abnormal, AC: Attack Categories, SC: Subcategories
* Based on Google Scholar

Table 1: Existing publicly available intrusion detection dataset

router, two smart home devices – SKT NUGU3 and an EZVIZ WiFi
camera4, and IoT-23 contains packets from the actual IoT devices
including a Philips HUE lamp, an Amazon Echo, and a Somfy smart
doorlock. Note that traffic is captured at the dedicated testbed.

Note that both simulating IoT traffic and capturing IoT packets
from actual IoT devices have their limitations. The Bot-IoT or ToN-
IoT datasets, which rely on the former approach, are generated
based on applications that simulate IoT networking patterns on
general-purpose machines. Therefore, this approach cannot fully
reflect patterns due to IoT-specific architectures such as ARM or
communication links such as WiFi. On the other hand, the IoTID20
or IoT-23 datasets, which leverage the latter approach, can include
such patterns as the datasets rely on traffic from actual IoT devices.

3https://www.nugu.co.kr/
4https://www.ezviz.com/category/security-wifi-cameras

However, this approach lacks flexibility because the IoT patterns
only reflect hardware devices.

3.2 Attack Scenario

We analyze the attack types in the IoT datasets and see what kinds of
IoT attacks are included in the datasets, how the patterns of attacks
are generated, and if the datasets contain multi-step attacks. We
find that the datasets commonly contain 8 types of attack, including
DDoS, DoS, MITM, and Backdoor. Note that the attack types are
also included in the non-IoT datasets. Therefore, it is important
that the attack types be diversified and the datasets include IoT-
specific attacks. Furthermore, we find that there is no IoT dataset
that includes multi-step attacks. Only one non-IoT dataset, the
DARPA2000 dataset, includes data related to multi-step attacks.
Also, a lot of attack packets are generated based on applications
that simulate specific attacks over high-end devices (e.g., a laptop).
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For instance, the attack traffic in Bot-IoT is generated from a Kali
Linux machine. Furthermore, there is no IoT dataset that contains
attack packets from a compromised IoT device or toward an IoT
device. Instead, the attack packets are generated and captured from
the high-end devices, and the packets are usually combined with the
normal packets separately captured from IoT devices. Therefore,
there is a gap with respect to realistic patterns if the networks
where normal and attack packets are generated are different.

3.3 Dataset Features

We investigate what features the IoT datasets provide. In detail, we
focus on the number of samples in the dataset, whether network
data is provided or not (indicated by a flag in the table), whether
host data is provided or not (indicated by a flag in the table), data
collection period, the number of features in the dataset, the types
of labels provided by the dataset, and whether raw data (e.g., pcap
files) is provided or not (indicated by a flag in the table).

The IDS datasets consist of multiple features, such as the mean
of the packets’ inter-arrival time as a network feature or a list
of open processes as a host feature. Although DARPA2000 [14]
contains Windows NT event logs as host features, typically, both
the IoT datasets and the non-IoT datasets provide only network
features. We find that the time interval between the latest packet
and the oldest packet spans from 21 days to 113 days for the IoT
datasets (31 hours to 9 weeks for the non-IoT datasets). However,
after a detailed analysis, we find that data are not continuously
collected. The datasets are generated from multiple pcap files; the
time required to collect the packets in each file ranges from 1minute
to 23 minutes. Then, they are combined into scenarios, and features
are extracted. The number of network features ranges from 23 to
86. These features are generated based on dedicated tools such as
Argus [23]. Finally, we also find that all the datasets release the raw
data, such as pcap files, together with the datasets.

3.4 Takeaways

We observe the following three key conclusions:
• IoT datasets adopt two main approaches: traffic simulation
(flexible but less realistic) and real device capture (realistic
but less scalable). Both approaches show a trade-off between
flexibility and reality.

• Existing datasets mainly rely on flow-based features calcu-
lated after sessions end, limiting their usefulness for real-
time or online detection systems.

• Many datasets combine separately generated benign and
attack traffic, often from different environments, which may
distort natural traffic patterns and thus may not reflect real-
world aspects.

4 The IoTDSCreator Framework

This section presents an overview of how IoTDSCreator generates
a labeled dataset.

4.1 Input and Output

IoTDSCreator takes a scenario description and a list of available
machines as input and outputs a labeled dataset.

Input. IoTDSCreator provides the dataset creation application
programming interface (DC-API), in a YAML [9] format5, to de-
scribe a threat scenario, including a multi-step attack, from an
attacker’s perspective. The resulting description is called a scenario
description and describes the network (i.e., IoT devices, routers, and
links), the applications running on the devices, the multi-step attack
scenario, and the labels (i.e., attack steps).

Output. IoTDSCreator generates the following four types of
datasets:

• Packet dataset: IoTDSCreator captures network packets
from vantage points in the created virtual network. The
packet dataset contains features, including the packet length
and the transport protocol, about each packet.

• Flow dataset: Based on the captured packets, IoTDSCre-
ator extracts features about the relationship between pack-
ets, such as the mean of inter-arrival time from a network
window that may contain multiple packets within a given
period called a window length.

• Host dataset: IoTDSCreator collects host logs from avail-
able IoT devices. The host dataset contains features, includ-
ing CPU utilization or a list of open processes, about each
device in the network.

• Transition dataset: Based on host logs, IoTDSCreator
extracts features about transitions between host logs, such
as CPU utilization transition rate from a host window that
may contain multiple host logs within a given period called
a window length.

Note that when a window length is the same as the total length of a
scenario, the format of the generated flow dataset is similar to that
of the existing datasets. By reducing the length of a window, we
address the limitation of existing datasets, discussed in Section 3.

4.2 Workload Overview

With the scenario description, IoTDSCreator runs the following
three steps to generate datasets (see Figure 2). First, it sets up an
IoT network composed of emulated devices/routers and simulated
links (➁–➃). Second, it performs multi-step attacks and runs IoT
applications (➄–➆). Finally, it captures network packets at various
points, collects host information, and assembles these data into one
labeled dataset based on multi-step attacks (➇–➉).

Step 1: Preparing an IoT network (➁–➃). Given a scenario de-
scription and a list of available physical machines, IoTDSCreator
allocates resources to build a victim network and the external Inter-
net. They are implemented as a virtualized network consisting of
emulated IoT devices and an attacker node across multiple physical
machines to guarantee scalability in the number of devices. To this
end, IoTDSCreator collects information about the availability of
the physical machines and abstracts the network topology described
in the scenario description as a graph. Then, IoTDSCreator splits
the graph into several subgraphs based on the available resources
in the several physical machines. We devise a greedy algorithm to
split the graph. Finally, each of the machines is assigned a subgraph
that represents a subnetwork of the entire network.

5A list of available keywords for scenario description is described in our public reposi-
tory (refer to https://github.com/iotdscreator)
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Figure 2: Overview of IoTDSCreator.

Step 2: Running a scenario (➄–➆). In this step, IoTDSCreator
configures a network and runs a scenario on the network. Each of
the physical machines separately builds its assigned subnetwork.
On each physical machine, the routers are built first with a suffi-
cient number of network ports. Next, the end devices, the entities
on the Internet, and the attackers are created on virtual machines or
containers. Then, the links are added to interconnect routers or at-
tach devices to the routers. Finally, the subnetworks are integrated
into the entire network by combining the underlying physical ma-
chines with the tunneling protocols. Once the network is set, the
end devices and the entities on the Internet install their applications
including the necessary applications required to collect data, and
then start running their applications. Also, the attack is launched
according to the scenario description. While running the scenario,
the host information is collected at the devices, and the network
packets are captured at some vantage points designated by the user
and at the attackers’ interfaces.

Step 3: Creating a labeled dataset (➇–➉). IoTDSCreator sum-
marizes both host and network features into the dataset. For host
features, IoTDSCreator lists all the logs reported from devices in
chronological order and marks the logs if it is related to specific
attacks (e.g., the log before/after the time when a port scanning
packet arrived). For network features, IoTDSCreator extracts fea-
tures from the captured packets. IoTDSCreator labels the attack
packets from the captured packets, by referring to the packets cap-
tured at the attackers’ interfaces. As IoTDSCreator already knows
what and when attacks are launched, it can identify attack packets
from the packets, providing detailed information about the attack
packets, i.e., the corresponding kill chain step (e.g., reconnaissance)
and the name of the specific attack vector (e.g., port scanning). In
this way, IoTDSCreator is able to precisely label all the packets.
Finally, IoTDSCreator returns the labeled dataset of the scenario.

Figure 3: Example of network configuration.

5 Running Example

This section presents a running example to show how a user can
write a scenario description to let IoTDSCreator generate a dataset.

Attack scenario. Our victim device is a Raspberry Pi3 (RPi3) that
acts as an IoT hub connected to the Internet. The attacker first
sends ping packets to find any victim device that can communicate
with, conducts a port scanning to find the open ports on the victim
device, and performs TCP SYN flooding. The first two activities are
reconnaissance steps, and the final activity is an action step.

Scenario description. That attack scenario description using DC-
API is given above. The entities in our virtualized network are
described in the network configuration (see Figure 3). The victim,
an RPi3, runs the IoT hub application (line 5) and the OpenSSH
server (line 6). Both the victim and the attacker are connected to
the Internet (lines 11 – 19). The attacks performed by the attacker
consist of three steps (see Figure 4). The ping activity is performed
at time 10 as reconnaissance (lines 4 – 8). Then, the nmap activity
is conducted at time 60 (lines 9 – 12), followed by the TCP SYN
flooding (lines 13 – 17) on port number 22, which is the default
port of the OpenSSH server. Finally, the dataset is created with the
name “ping_nmap_flooding” (line 19).

Dataset generation. IoTDSCreator runs the scenario description
and outputs four types of datasets. The packet dataset captures
2,168 packets, each described with 25 packet features at the victim’s
interface. Each packet is labeled with the corresponding attack step,
either of “reconnaissance” or “action” in this scenario, or “benign”.
Based on the packets, 556 windows are generated, and 51 features
per window are extracted. During the attack execution, the victim
reports 300 host data. With the host data, IoTDSCreator generates
the host dataset that consists of 300 instances with 45 host features.
Based on these instances, 40 host windows are generated, and
72 transition features are extracted. Note that the total scenario
execution time is 150 seconds, and only 448 seconds are required
for all the procedures. The network configuration accounts for 63%
(281 seconds) of the total execution in this scenario, mainly due to
networking to install necessary applications.
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Figure 4: Example of attack scenario.

6 Evaluation

This section evaluates IoTDSCreator by summarizing generated
datasets. We also use the datasets to show their effects on augment-
ing the existing datasets.

6.1 Generated Datasets

We generate 16 datasets through IoTDSCreator. Six datasets con-
tains vulnerabilities in CVEs. For instance, we run an attack exploit-
ing a vulnerability in the log4j library (CVE-2021-44228) on an IoT
device. Further, we create a dataset that contains the vulnerability
in OpenSSL (CVE-2022-3358). We release the datasets and describe
the details of them on our public repository6.

6.2 Data Augmentation

We experiment to show that the performance of IDS can be im-
proved by adding the dataset of similar scenarios. We fix one sce-
nario as a test set and generate several training sets on similar
scenarios, where the training sets contain the same attack patterns,
but intervals between patterns are different. We find that recall
increases from 0.75 to 1.0 since several training sets can capture di-
verse patterns. The results show that by generating similar datasets
to existing datasets, IoTDSCreator provides robustness of the IDS
by adding similar but slightly different patterns.

7 Conclusion

We present IoTDSCreator, a framework for automatically creating
the labeled datasets in order to address the issue of the scarcity of
datasets in the IoT intrusion detection domain. In the future, we plan
to develop a graphic user interface (GUI) tool for ease of describing a
scenario and to leverage LLM techniques to automatically generate
scenario descriptions from security documents.
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